Donald L. Coleman Il

Office: 5961 HWY 80 Wooton, Kentucky 41776
Phone: (606) 279-6043

Cell: (606) 538-5805

Email: dicoleman@stidhamreconstruction.com

For most of my professional career, | have enjoyed the challenge of investigating and repairing
mechanical issues with industrial equipment. Starting in 2003, | became a maintenance technician as a
career and continued that until 2017. | have always had a passion for working with computers. In 2017,
SRI gave me the opportunity to change careers and follow that passion of working in the digital world. |
am a licensed private investigator primarily focused on digital forensics. | am currently the IT technician
and digital analyst for SRI. | maintain all computers, tablets, networks, phone systems, security systems
and troubleshoot and solve problems for any and all digital issues at SRI. | have a remote pilot license for
small unmanned aircraft systems. | have multiple certifications with Cellebrite, the leading forensic
software for cellphone extractions. | have assisted in multiple investigations that involve digital
evidence, including mobile, video, and audio evidence. | also assist with 3D computer generated
models for accident reconstruction services. My knowledge and training is an invaluable asset in today’s
digital world.

Education & Training:

2021
Magnet AXIOM
e AX200 AXIOM Examinations
e AX250 Advanced Computer Forensics
e AX302i0S Advanced Examinations
o  AX320 AXIOM Internet & Cloud Investigations
e AX350 Advanced macOS Examinations
e RAM is King: Analyzing RAM in AXIOM and AXIOM Cyber Webinar
e Digital Forensics & eDiscovery Webinar
e Source Data to Support Artifact Webinar

Basis Technology
e Autopsy Basics and Hands On (8-Hours)

FAA Safety Organization
e Part 107 Small Unmanned Aircraft Systems (Small UAS) Recurrent

2020
University of North Florida — Institute of Police Technology and Management
e Bosch CDR Tool Technician

Cellebrite
e Cellebrite Certified Operator



e  Cellebrite Certified Physical Analyst

iNPUT-ACE
e Digital Video Evidence (15 hours)

Public Agency Training Council
e Detective and New Criminal Investigator

2019

Public Agency Training Council
e Smartphone Forensics and Cellular Technology Certification +SMART (35 hours)
e Cellular Technology and Forensics (CTF) (35 hours)
e Internet Tools for Criminal Investigators (16 hours)

iNPUT-ACE
e  Forensic Video Analysis Workflow Training (16 hours)

University of Kentucky
e Basic Work Zone Traffic Control and Flagger Qualification (5 hours)

2018
USA Drone Port
e Search & Rescue Training Utilizing Drones — Certificate of Training

FAA Licensed Remote Pilot/UAS Certification
Kentucky Licensed Private Investigator

2013-2014

HVAC Technician

Hazard Community & Technical College
e Heating, Ventilation, Air Conditioning & Cooling — Certificate of Completion
e Universal Technician — EPA Certified

1996
High School Diploma
Perry County Central High School — Hazard, Kentucky

Professional Experience:

2018-Present
Stidham Reconstruction and Investigation
Licensed Private Investigator, Digital Forensic Specialist
e Process accident scenes for reconstruction through photography, measurements, document/collection of
evidence and surveying
e Perform various private investigation tasks such as surveillance, background investigations, service of
court papers
e  Pilots unmanned aerial camera systems for collecting evidence on scenes and vehicle modeling



e Image and analyze cellular devices (iPhones and Androids, etc) , Mac computers, PC computers, iPads
e Maintain and upgrade office computer systems, tablets, cellphones, and printers

e Document and take for repair company vehicles

e Maintain office upkeep

2012-2017
Eastern Kentucky Veterans Center
Mechanical Maintenance & Operations Technician IlI
e Maintain a digital record of all work to be done and schedule to be completed
e  Oversee and direct in-house projects
e Troubleshoot and service 186 water source heat pumps
e Maintain inventory, order replacement parts/equipment
e Coordinate and assist with contractors on repair projects
e Maintain and service Industrial Kitchen Equipment

2003-2012

American Woodmark

Boiler Operator/Maintenance
e Maintain and operate two Hurst Hybrid Boiler
e Document issues and coordinate with Supervisor for repairs
e  Assist with facility repairs

Studies & Testing:

e Samsung Note 8 (SM-N950U1) Advanced Logical Extraction

e  Garmin Nuvi 255LM Logical Extraction

e Garmin Nuvi 1450 Physical Dump

e TomTom One XL Logical Extraction

e TomTom One Physical Dump

e iPhone 7 (A1779) iTunes Backup, Logical Extraction, Physical Extraction)

e iCloud Axiom Cloud Extraction

e Gmail Axiom Email Extraction

e MacBook Air (MJVE2LL/A) Physical Extraction

e Windows 10 PC Physical Extraction

e iPad (A1567) Logical Extraction, Physical Extraction

e iPhone X (A1901) iTunes Backup, Physical Extraction

e iPhone XR (A2105) iTunes Backup, Physical Extraction

e iPhone 7 (A1790) iTunes Backup, Advanced Logical Extraction Full File System
e MacBook Air Physical Extraction

e iPhone 6s (A1688) iTunes Backup, Advanced Logical Extraction Full File System

Special Projects:

e Hazard Community & Technical College; Area Technology Center Advisory Committee Member
e Assist Wooton Volunteer Fire Department in Search and Rescue of missing Adult & Child utilizing an
unmanned aerial vehicle



e Assist Clay County Sheriff Department in Search and Rescue of an Elderly Adult utilizing an unmanned
aerial vehicle

Licenses & Certificates:




Certificate of Completion

This is to certify that

Don Coleman

has successfully completed

AX350 Magnet AXIOM macOS Examinations
This course was comprised of 32 hours of group Internet based instructional curriculum.

Start date: 19 October 2021
Completion date: 22 October 2021

In accordance with the standards of the National Registry of CPE Sponsors, CPE credits have been
granted based on a 50-minute hour. This Certificate represents a training course of 32 CPE
credits of Computer Software and Application Training National Registry Sponsor # 142712,

Authorized by Charles Cobb,
~ VP of Training
CERTIFICATE# AX350-061-39252

Magnet Forensics 2250 Corporate Park Drive, Herndon, VA 20171 whrw_magnetforensics.com



Certificate of Completion

This is to certify that

Don Coleman

has successfully completed

AX320 Magnet AXIOM Internet & Cloud Investigations

This course was comprised of 32 hours of group Internet based instructional curriculum.

Start date: 2 November 2021
Completion date: 5 November 2021

In accordance with the standards of the National Registry of CPE Sponsors, CPE credits have been
granted based on a 50-minute hour. This Certificate represents a training course of 32 CPE
credits of Computer Software and Application Training National Registry Sponsor # 142712,

Authorized by Charles Cobb,
VP of Training
CERTIFICATE# AX320-094-35835

Magnet Forensics 2250 Corporate Park Drive, Herndon, VA 20171 www.magnetforensics.com



CERTIFICATE

PROUDLY PRESENTED TO

Don Coleman

Digital Forensics and eDiscovery: Where One Stops
and the Other Begins

Aug 25, 2021 Magnet Webinar

Date of Completion Organizer




CERTIFICATE

PROUDLY PRESENTED TO

Don Coleman

Tips & Tricks // Looking at the Source Data to
Support an Artifact

Aug 19, 2021 Magnet Webinar

MAGNET

Date of Completion Organizer FORENSICS®




Certificate of Completion MAGNET

FORENSICS®

This is to certify that

Don Coleman

has successfully completed

AX250 Magnet AXIOM Advanced Computer Forensics Online Self Paced

A bt

CERTIFICATE #: AX250-0OA-001-34172 Authorized by Charles Cobb,

Completion date: 08/18/2021 16:49:04 +00:00

VP of Training

Magnet Forensics 2250 Corporate Park Drive, Herndon, VA 20171 www.magnetforensics.com




CERTIFICATE

PROUDLY PRESENTED TO

Don Coleman

RAM is King: Analyzing RAM in AXIOM and AXIOM
Cyber

Aug 18, 2021 Magnet Webinar

MAGNE

FORENSIC

Date of Completion Organizer



Certificate of Completion MAGNET

FORENSICS’

This is to certify that

Don Coleman

has successfully completed

AX250 Magnet AXIOM Advanced Computer Forensics Online Self Paced

Completion date: 08/18/2021 16:49:04 +00:00 M

CERTIFICATE #: AX250-0A-001-34172 Authorized by Charles Cobb,
VP of Training

Magnet Forensics 2250 Corporate Park Drive, Herndon, VA 20171 www.magnetforensics.com




Certificate of Completion MAGNET

FORENSICS®

This is to certify that

Don Coleman

has successfully completed

AX200 Magnet AXIOM Examination Online Self Paced

Completion date: 08/04/2021 18:21:03 +00:00

bl

CERTIFICATE #: AX200-OA-002-24135 Authorized by Charles Cobb,
VP of Training

Magnet Forensics 2250 Corporate Park Drive, Herndon, VA 20171 www.magnetforensics.com




CERTIFICATE OF COMPLETION

Brian Carviier

2 B TSy
I NISISTOCE

Donald Coleman

Has successfully completes

Autopsy Basics and Hands On (8-Hours)

< BASIS

TECHNOLOGY




Public Agency Training Council

National Criminal Justice
CERTIFICATE OF ATTENDANCE

Donald Coleman

Has completed 35 hours in

Detective and New Criminal Investigator

Troy, MI
10/5/2020 through 10/9/2020

Instructors

Tom Tittle and Brian Jarvis

Mok witgelt

EWH.W EW#&“WMH_ Indiana 35-1639066
President “Dedicated to Setting Training Standards”




Institute of Police
Technology and Management

University of North Florida
This 1s to certify that

Donald Coleman lll

Successfully Completed

Bosch© CDR Tool Technician Training by IPTM - Online

on May 29, 2020

\
Wyralt C/Z_u §3 e

Online Training Coordinator IPTM Director

UNIVERSITY of

Certificate: 18779653 NORTH FLORIDA.




Certificate Code: ErMxa4{Jk3

Donald Coleman

has successfully completed an approved advanced level course of the study in UFED Series hardware
and software methodology and has successfully demonstrated knowledge, skills and proficiency to be
recognized as a Cellebrite Certified Physical Analyst
Nashville, TN, United States
Awarded on 31 January 2020 Expires on 31 January 2022

- Butbly 7z

Christopher Parker Buddy Tidwell
Cellebrite Certified Instructor Vice President of Global Training




Cellebrite

CCco

Certificate Code: 9aS13MXZJj
Donald Coleman

has successfully demonstrated knowledge, skills, and proficiency
to be recognized as a Cellebrite Certified Operator (CCO).

Nashville, TN, United States

Awarded on 28 January 2020 Expires on 28 January 2022

774 Ay

Christopher Parker Buddy Tidwell
Cellebrite Certified Instructor Vice President of Global Training




Public Agency Training Council

National Criminal Justice
CERTIFICATE OF ATTENDANCE

Donald Coleman

Has completed 35 hours in

Cell Phone Technology and Forensic Data
Recovery Certification CTF

West Palm Beach, FL
12/16/2019 through 12/20/2019

Instructors

Glenn Bard

% South Carolina 047

Mark Waterfill : Kotern 35 fations
President “Dedicated to Setting Training Standards™




PATCtech OFFICIAL CERTIFICATION

This is to certify that

Donald Coleman

has successfully completed

Cellular Technology and Forensics (CTF)

December 23, 2019

Instructor: Glenn Bard

Expires Two Years From Date of Issue




Public Agency Training Council

National Criminal Justice
CERTIFICATE OF ATTENDANCE

Donald Coleman

Has completed 35 hours in

Smartphone Forensics and Cellular Technology
Certification +SMART

Johnstown, PA
9/9/2019 through 9/13/2019

Instructors

Glenn Bard

Mok WAl

Mark Emwmu&mm: Indiana 35-1639066
President “Dedicated to Setting Training Standards™




This is to certify that

Don Coleman

has successfully completed

Smartphone Technology and Forensics (+SMART)

September 14, 2019
Instructor: Glenn Bard

Expires Two Years From Date of Issue




University of Kentucky

College of Engineering
Kentucky Transportation Center
Technology Transfer Program
Lexington, Kentucky

This is to certify that

Donald Coleman

has earned 5 professional development hours at the

Basic Work Zone Traffic Control and Flagger Qualification
Qualification #: F19060387

06/13/2019 Q\/w.q\Phl \%&ﬁ«(

Date Instructor

2 Buckhut” W=

Dean, College of Engineering Director. &éntucky Transportation Center







This certifies thar
Don Coleman

. E?Am @m. @@%ﬁgd@v

of
Stidham Reconstruction

Has m&%&\:@ 8:%53 sixteen (1 S hours e\

wra 4 _m,?z _ @

Complered on

Sept. 4-5, 2019 in Austin Texas ==

Hosred by Grant Fredericks, Instructor
Texas Department of Public mm*mq

......r »‘.}.».




Wpuvtic
= Service Institute
MACOMB COMMUNITY COLLEGE

Discover. Connect. Advance.

Criminal Justice Training Center
presents this

CERTIFICATE of TRAINING

SESNN N&w:&:

who has successfully completed H @ hours of instruction in

Internet Tools for Criminal Investigators
given this 17 day of .:ﬁ—v\ 2019

A, otk 7l

Michael Claramitaro, Advanced Pokice Training Manager
Criminal Justice Training Center




7

Kentucky Board of Licensure for Private Investigators

Bonaly L. Coleman I3

has fulfilled the provisions of E€haptee 3297 of the Kentucky Revised Statutes and is fereby ficensed as a
Private Inoestigator
Iu the Commontwealth of Kentucky, together with aff of the rights. privileges and fonors appertaining

thereto. subject to the provisions of said statutes.

Given under out hands and e scaf of the
Kentucky Board of Licensuce for Private Investigators

—F ——
&lhaicman

Kigense Rumbcr: 24G9G7
Jssue Dok Qpril 30, 2010 g







